
Sep 2024 Members of:   

Empowering Connectivity, 
Enhancing Security

EXTERNAL 
ADJUNCTS

Nagarajan Senguttuvan

Senior Network Architect

CCIE # EI (51816), PCNSE



NTP

SYSLOG

RADIUS



NTP

➢ Network Time Protocol (NTP) is essential for keeping clocks on a 
network synchronized with Coordinated Universal Time (UTC) within 
a few milliseconds.

➢ It operates over User Datagram Protocol (UDP) on port 123, 
exchanging timestamp data. 

➢ NTP can function in either a client-server model or a peer-to-peer 
configuration.

➢ The table highlights the critical areas where accurate network 
timekeeping is essential for both network operations and various 
applications 

Log file accuracy, auditing, and 
monitoring

Transaction processing

Network fault diagnosis and recovery Email

Virtual environments Legal and regulatory requirements

Directory services Scheduled operations

Access security and authentication Real-world time values



NTP
Models

➢ NTP operates in a stratum-based hierarchy, with each device assigned a stratum 
level based on its distance from a reference clock.

➢ Stratum 0:Reference clocks such as atomic clocks, GPS receivers, or radio clocks, 
which provide highly accurate time.

➢ Stratum 1: Servers directly connected to Stratum 0 devices. They distribute time 
to lower-stratum devices.

➢ Stratum 2 and below Servers or clients that synchronize their time from Stratum 1 
servers. Each successive level communicates with the level above for time 
updates.

➢ NTP Servers: These are higher-stratum devices (usually Stratum 1 or 2) that 
provide accurate time to other devices on the network.NTP Clients: These devices 
request time from NTP servers and adjust their clocks based on the received data.

➢ Client-Server Model: NTP client sends a request to an NTP server, receives the 
time, and adjusts its clock accordingly. The server doesn't need to initiate 
communication; it simply responds to client requests

➢ Peer-to-Peer Mode: NTP can also work in a peer-to-peer configuration where 
devices share time information with each other. This mode is useful for 
environments where no central NTP server exists, and devices synchronize 
mutually.



NTP -
Demo

•

SNTP is a simplified version of NTP that's used when full NTP 
implementation isn't required. 



SYSLOG

Syslog, or System Logging Protocol, is a standard for logging messages from 
computer systems to a central location, it helps track system health by recording 
and analyzing events and errors. 

Syslog messages can be used for a variety of purposes, including security 
investigations, auditing, system management, and infrastructure maintenance.

Components:

 Syslog Clients: Devices generating logs (routers, switches, firewalls).

 Syslog Server: Central log repository.

 Log Analyzer: Tool for filtering, searching, and reporting.

The severity level identifies the criticality level of the event and is useful for filtering events 
and determining alert action.
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RADIUS

RADIUS stands for Remote Authentication Dial-In User Service, is a security protocol used 
in the AAA framework to provide centralized authentication for users who want to gain 
access to the network. 
It uses UDP port number 1812 for authentication and authorization and 1813 for 
accounting.

RADIUS enables centralized authentication and authorization, which means that user 
credentials can be stored in a central database, simplifying network administration and 
reducing the risk of security breaches.

RADIUS can be integrated with other network protocols, such as LDAP or Kerberos, to 
provide even greater flexibility and functionality.

➢ User sends a request to network access server (NAS)
➢ NAS sends access requests to RADIUS server

When the RADIUS server gets the message, it can respond in three different ways: accept 
access, reject it, or challenge it. When the access request is accepted, access is granted. 
When the request is rejected, access is not granted, and in the case of a challenge, the 
RADIUS server requests more information before allowing access



DEMO

C3850_CSR_SSR#  show run | section radius
aaa authentication login default group radius local
aaa authorization exec default group radius if-authenticated 
aaa accounting exec default start-stop group radius
radius server dalosim
 address ipv4 11.1.1.1 auth-port 1812 acct-port 1813
 key testing123
C3850_CSR_SSR#

Radius configs:

Create  a new user with Crypto password
Configure the NAS IP with an appropriate type
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